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Intended Audience

Preface

This document is intended for:

® Network engineers

® Technical support and servicing engineers

® Network administrators

Technical Support

® Official website of Ruijie Reyee: https://reyee.ruijie.com/

® Online support center: https://reyee.ruijie.com/en-global/support

® Case portal: https://www.ruijie.com/support/caseportal

® Community: https://community.ruijienetworks.com/portal.php
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Conventions
1. GUI Symbols

GUI Symbol Description Example
1. Button names
1. Click OK.
2. Window names, tab name, field name and
Boldface ] 2. Select Config Wizard.
menu items
3. Click the Download File link.
3. Link
> Multi-level menus items Select System > Time.
2. Signs

The signs used in this document are described as follows:

© warning

An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

A Caution

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.

) Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.
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¢ Specification

An alert that contains a description of product or version support.

3. Notes

This document describes the features and use methods of the product and provides a guide for users to
configure and use it in the trial stage.
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Overview

Overview

Internet Protocol Security (IPsec) is a protocol suite for establishing secure connections over public networks.

The objective of IPsec is to provide security services for network layer traffic in IPv4 and IPv6 formats. Typically,

IPsec is used to provide Virtual Private Network (VPN) services between two sites or between remote users and

enterprise networks.

IPsec is an open protocol suite consisting of multiple protocols, including security protocols Authentication

Header (AH). Encapsulating Security Payload (ESP), and Internet Key Exchange (IKE), as well as authentication

and encryption algorithms. The AH and ESP protocols provide security services, and the IKE protocol enables

key exchange.

IPsec VPN applies to the following scenarios.

Scenario Description
The peer device has a fixed IP address, and the local device is typically located at one
end of a tunnel or a spoke site on a hub-spoke network.
Son, | ! Q“'ho }
o far,%
] ] Local End Peer end
Site-to-Site {Fixed Egress IP Address) (Fixed Egress IP Address)

Key configurations:

Configure the address or domain name of the peer.
Configure interesting traffic that is symmetric to that of the peer.
Configure the same pre-shared key as that of the peer.

Select IKE main mode or IKE aggressive mode for negotiation.

Configure the same IKE and IPsec parameters as those of the peer.
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Scenario Description

hub site on a hub-spoke network.

“’%;:l/ -

Site-to-Multisite

Hub (Local End)

Key configurations:

® Configure any-to-any interesting traffic.

®  Select IKE auto mode for negotiation.

The peer device does not have a fixed IP address, and the local device is typically a

n../l
, Spoke (Peer End)
S

Il/
, l Spoke (Peer End)
RN

® Enable IPsec Reverse Route Injection (RRI).
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2 Configuration Examples of Site-to-Site IPsec VPN

2.1 Applicable Products and Versions
Table 2-1  Products and Versions
Device Type  Model Version

Firewall RG-WALL 1600-Z-S series cloud-managed firewall V5.2-NGFW_NTOS 1.0R6 or later

2.2 Service Demands

As shown in Figure 2-1, Site A and Site B at both ends have fixed public IP addresses. A site-to-site IPsec VPN

tunnel needs to be established between the LANs of the two sites to achieve secure mutual access.

The authentication mode should be pre-shared key, and the encapsulation mode should be the tunnel mode. In
this way, both ends can initiate connections.

Figure 2-1 Site-to-Site Networking

IPsec Tunnel

Site A Site B
Gelr2 Gelf2
-l-i_‘ 10.1.5.203 /]'ﬂ 10.1.5?211 *E*
- ‘ nterne ) -
GedM Geln
192.168.1.0/24 192.168.2.0/24
162.168.1.1 [ ]192.163.1.2 192.168.2.1 [ ] 192.168.2.2
(=)} J ()]
PC 1 PC 2 PC 1 PC 2

2.3 Restrictions and Guidelines

® Currently, the RG-WALL 1600-Z series firewall supports only the IPsec IKEv1 protocol for pre-shared key
authentication and ESP tunnel mode for encapsulation.

2.4 Prerequisites

You have completed basic network configurations for Site A and Site B, including interface IP addresses and

default routes. Pay attention to the following point during configuration:

® The IP addresses of Site A and Site B are fixed.
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2.5 Procedure

2.5.1 Using a Configuration Wizard

1. Configuring Site A

(1) Perform basic configuration.

a Choose Network > IPsec VPN > Config Wizard. The basic configuration page of the configuration

wizard is displayed.

b Set Scenario to Point-to-Point, and set the other parameters according to the following figure.

@
Basic Config
“ (@ Tunnel Interface vii 1
* Tunnel Name Site-to-Site

*Scenario @ Point-to-Point Point-to-Multipoint

/
A\
2

Cancel ‘ Next

¢ After completing the configuration, click Next.
(2) Configure authentication.

a Configure parameters according to the following figure.
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© ©
Basic Config Authentication Config

* Peer Address 10.1.5.211

* Qutbound Interface Gel/2
* Authentication Mode @ Pre-shared Key
* Key sssssessee

*Confirm Key = eesssssces

Previous ‘ ‘ Cancel ‘ Next

b  After completing the configuration, click Next.
(3) Configure interesting traffic.

a Click Create. Configure parameters for interesting traffic according to the following figure.

© © ®
Basic Config Authentication Config Interesting Traffic Config

® Create | | Tl Delete

Proxy Mode Local Network Peer Network Operation
Subnet-to-Sub... 192.168.1.0/24 192.168.2.0/24 Edit Delete
10 / Page Total:1 Goto 1 < n >
‘ Previous ‘ ‘ Cancel ‘ Next
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b  After completing the configuration, click Next.
(4) Verify configuration.

a After verifying the configuration, click Finish.

© © © ®

Basic Config Authentication Config Interesting Traffic Config Config Verification

will be added to the custom tunnel list.

Basic Config Edit
Tunnel Interface
Tunnel Name

Scenario Point-to-Point @ Point-to-Multipoint M

Authentication Config Edit
Peer Address
Outbound Interface

Authentication Mode Pre-shared Key

Key

Interesting Traffic Config Edit

Local Netweork Peer Network
192.168.1.0/24 192.168.2.0/24

Advanced Settings Expand

‘ Previous ‘ ‘ Cance ‘ Finish

2. Configuring Site B

(1) Perform basic configuration.

a Choose Network > IPsec VPN > Config Wizard. The basic configuration page of the configuration
wizard is displayed.

b  Set Scenario to Point-to-Point, and set the other parameters according to the following figure.
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@

Basic Config

* () Tunnel Interface wti 1

*Tunnel Name Site-to-Site

*Scenario @ Point-to-Point Point-to-Multipoint
=
Branch Office
— i Intermet = :
-~ ot
Main Office —
Branch Office
Cancel ‘ Next

c After completing the configuration, click Next.
(2) Configure authentication.

a Configure parameters according to the following figure.
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@

©

Basic Config Authentication Config
* Peer Address 10.1.5.203
* Qutbound Interface Ge0/2
* Authentication Mode @ Pre-shared Key
* Key sssssensss
* Confirm Key sssssssses
Previous ‘ ‘ Cancel ‘ Next

b  After completing the configuration, click Next.
(3) Configure interesting traffic.

a

Click Create. Configure parameters for interesting traffic according to the following figure.
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(AN 3

© © ®
Basic Config Authentication Config Interesting Traffic Config
@ Create | [ Delete
Proxy Mode Local Network Peer Network Operation
Subnet-to-Sub...  192.168.2.0/24 192.168.1.0/24 Edit Delete
10 « / Page Total:1 Goto| 1 < n >
‘ Previous ‘ ‘ Cancel ‘ Next

b  After completing the configuration, click Next.
(4) Verify configuration.

a After verifying the configuration, click Finish.
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() - - (4)

() {

Basic Config

Authentication Config

Interesting Traffic Config Config Verification

be added to the custom tunnel list.

Basic Config

Tunnel Interface

Tunnel Name

Scenaric

Authentication Config

Peer Address

Qutbound Interface

Authentication Mode

Key

Interesting Traffic Config

Local Network

192.168.2.0/24

Advanced Settings

Edit

Point-to-Point (@

Edit

Pre-shared Key

Edit

Expand

‘ Previous ‘ ‘ Cance

2.5.2 Manually Configuring a Tunnel

1. Configuring Site A

(1) Configure a tunnel interface.

a Choose Network > Interface > Tunnel Interface.

b  On the page that is displayed, click Create.

Point-to-Multipoint @

Peer Network

192.168.1.0/24

|

¢ On the tunnel interface configuration page that is displayed, configure parameters as follows:

o Set Interface Name to vti1.

o Add security zone VPN-Zone and set Security Zone to VPN-Zone for this interface.

o Set Tunnel Local Address to the default outbound interface address of Site A: 10.1.5.203.

o Set Tunnel Remote Address to the default outbound interface address of Site B: 10.1.5.211.

10
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¢ Back Create Tunnel Interface Details

* Interface Name viil
Security Zone VPN-Zone @ Add Security Zone
*Tunnel Local Address 10.1.5.203
Tunnel Remote Address @ [P Dynamic
10.1.5.211

Description

(2) Configure an IPsec tunnel.
a Perform basic configuration.

Choose Network > IPsec VPN > Custom Tunnel. Click Create. On the basic configuration page of the

custom tunnel, configure parameters as follows:

o Set Tunnel Name to Site-to-Site.

o Set Enabled State to Enable.

o Set Tunnel Interface to vti1. Set Local Address to interface Ge0/2, and Peer Address to 10.1.5.211.

o For Authentication Mode, use the default value Pre-shared Key. Set both Key and Confirm Key to
ruijie123.

11
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@

Basic Config

* Scenario Point-to-Point O Point-to-Multipoint @

* Tunnel Name

Description
* Enabled State @ Enable Disable
* Tunnel Interface vtil ® Add Tunnel Interface

* Authentication Mode Pre-shared Key
“Key | sesess
* Confirm Key CLLLEE
* Local Address @ Interface O PO
Ge0/2
* Peer Address 10.1.5.211
*Local ID Type | IPV4 ADDRESS

Verify Peer 1D

=1 Advanced

After completing the basic configuration, click Next.

b  Configure interesting traffic.

On the interesting traffic configuration page, click Create. Then configure parameters as follows:
o Set Proxy Mode to Subnet-to-Subnet.

o Set Local Network to 192.168.1.0/24 and Peer Network to 192.168.2.0/24.

© ®

Basic Config Interesting Traffic Config

® Create | T Delete

Proxy Mode Local Network Peer Network Operation
Subnet-to-Sub...  192.168.1.0/24 192.168.2.0/24 Edit Delete
10 « | /Page Total:1 Goto 1 < I

12
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After completing the configuration for interesting traffic, click Next.
¢ Configure security parameters.

On the security parameter configuration page, configure IKE and IPsec parameters and ensure that the

configuration matches that on the peer device.

o IKE parameters: Set Negotiation Mode to IKEv1 Main Mode, Encryption Algorithm to AES-128,
Verification Algorithm to SHA, DH Group to GROUPS5, and SA Lifetime to 86400 (in seconds).

o IPsec parameters: Set Protocol to ESP, Encapsulation Mode to Tunnel, Encryption Algorithm to
AES-128, and Verification Algorithm to SHA. Do not toggle on Perfect Forward Secrecy. Set SA
Lifetime to 3600 (in seconds) and Tunnel MTU to 1400.

©

Basic Config

IKE Parameter

* Negotiation Mode

* Encryption Algorithm
* Verification Algorithm
* DH Group

(1) SA Lifetime

IPsec Parameter

* Protocol

* Encapsulation Mode
* Encryption Algorithm
* Verification Algorithm
Perfect Forward Secrecy

* (1) SA Lifetime

Interesting Traffic Config

Security Parameter

Config

IKEv1 Main Mode
AES-128 &

SHA &=

GROUPS &=

86400 Second

ESP

Tunnel

AES-128 &

SHA &=

B3RO0 Searnnd

‘ Previous

‘ Cancel ‘ Finish

Click Finish to complete the configuration for the IPsec tunnel.

(3) Create security policies.

13
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a Choose Object > Address > IPv4 Address. On the page that is displayed, click Create and create two
address objects for local network 192.168.1.0/24 and peer network 192.168.2.0/24 of the interesting

traffic separately.

IPv4 Address

@ create | | T Delete

Name

VPN-remotesubnet

VPN-localsubnet

b Choose Policy > Security Policy > Security Policy. On the page that is displayed, click Create and

create outbound security policy VPN-outbound and inbound security policy VPN-inbound separately.

< Back

Basic Info

* Name

Enabled State

* Policy Group

Description

Src. and Dest.

*Src. Security Zone

* Src. Address

User/User Group

* Dest. Security

Zone

* Dest. Address

Service

Service

IPv6 Address

& Refresh

IP Address/Range

192.168.2.0/24

192.168.1.0/24

Edit Security Policy

© Enable Disable

any

VPN-localsubnet

any

VPMN-Zone

VPN-remotesubnet

any

14
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IPv4 Address Group IPv6 Address Group

Address Group
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< Back Edit Security Policy
Basic Info
* Name
Enabled State @ Enable Disable
* Policy Group

Description

Src. and Dest.
* Src. Security Zone  VPN-Zone
*Src. Address  VPN-remotesubnet
User/User Group any

* Dest. Security  any

Zane

* Dest, Address VPN-localsubnet

Service

Service  any

(4) Configure a static route.
a Choose Network > Routing > Static Routing > IPv4.

b  Click Create and create a static route to the peer protected subnet of the VPN.

15
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¢ pBack Edit Static Routing

IP Type [Pv4
* Dest. IP Range/Mask 192.168.2.0/24
MNext-Hop Address
Interface wii
#(D Priority 5
Link Detection

Description ipsec-route

2. Configuring Site B

(1) Configure a tunnel interface.
a Choose Network > Interface > Tunnel Interface.
b  On the page that is displayed, click Create.
¢ On the tunnel interface configuration page that is displayed, configure parameters as follows:
o Set Interface Name to vti1.
o Add security zone VPN-Zone and set Security Zone to VPN-Zone for this interface.
o Set Tunnel Local Address to the default outbound interface address of Site B: 10.1.5.211.

o Set Tunnel Remote Address to the default outbound interface address of Site A: 10.1.5.203.

¢ Back Edit Tunnel Interface Details

* Interface Name
Security Zone & Add Security Zone
*Tunnel Local Address 10.1.5.211
Tunnel Remote Address @ P Dynamic
10.1.5.203

Description

(2) Configure an IPsec tunnel.

a Perform basic configuration.

16
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Choose Network > IPsec VPN > Custom Tunnel. Click Create. On the basic configuration page of the

custom tunnel, configure parameters as follows:

o Set Tunnel Name to Site-to-Site.

o Set Enabled State to Enable.

o Set Tunnel Interface to vti1. Set Local Address to interface Ge0/2, and Peer Address to 10.1.5.203.

o For Authentication Mode, use the default value Pre-shared Key. Set both Key and Confirm Key to

ruijie123.

Basic Config

* Scenario Point-to-Point Point-to-Multipoint

* Tunnel Name

Description
* Enabled State @ Enable Disable
* Tunnel Interface vitil ® Add Tunnel Interface

* Authentication Mode Pre-shared Key

* I{e)r P

* Confirm Key sesnae

* Local Address @ Interface @O IP @
Gel/2
* Peer Address 10.1.5.203 Ping

*Local ID Type IPV4 ADDRESS
Verify Peer ID

=1 Advanced

After completing the basic configuration, click Next.

b  Configure interesting traffic.

On the interesting traffic configuration page, click Create. Then configure parameters as follows:
o Set Proxy Mode to Subnet-to-Subnet.

o Set Local Network to 192.168.2.0/24 and Peer Network to 192.168.1.0/24.

17
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@ ()

Basic Config Interesting Traffic Config

® Create | T Delete

Proxy Mode Local Network Peer Network Operation

Subnet-to-Subnet 192.168.2.0/24 192.168.1.0/24 Edit Delete

After completing the configuration for interesting traffic, click Next.
¢ Configure security parameters.

On the security parameter configuration page, configure IKE and IPsec parameters and ensure that the
configuration matches that on the peer device.

o IKE parameters: Set Negotiation Mode to IKEv1 Main Mode, Encryption Algorithm to AES-128,
Verification Algorithm to SHA, DH Group to GROUPS5, and SA Lifetime to 86400 (in seconds).

o IPsec parameters: Set Protocol to ESP, Encapsulation Mode to Tunnel, Encryption Algorithm to
AES-128, and Verification Algorithm to SHA. Do not toggle on Perfect Forward Secrecy. Set SA
Lifetime to 3600 (in seconds) and Tunnel MTU to 1400.

18
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© o — ®

Basic Config Interesting Traffic Config Security Parameter

Config

IKE Parameter
* Negotiation Mode IKEv1 Main Mode
* Encryption Algorithm | AES-128 =
*Verification Algorithm = SHA =
*DH Group | GROUPS &

* (1) SA Lifetime 86400 Second

IPsec Parameter
* Protocol ESP
* Encapsulation Mode Tunnel
* Encryption Algorithm | AES-128 =
* Vferification Algorithm | SHA &
Perfect Forward Secrecy

* (1) SA Lifetime 3600 Sernnd

‘ Cancel ‘ Finish

‘ Previous

Click Finish to complete the configuration for the IPsec tunnel.
(3) Create security policies.

a Choose Object > Address > IPv4 Address. On the page that is displayed, click Create and create two
address objects for local network 192.168.2.0/24 and peer network 192.168.1.0/24 of the interesting

traffic separately.

IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

@® Create = | T Delete | & Refresh

Name IP Address/Range Address Group
VPN-remotesubnet 192.168.1.0/24 -
VPN-localsubnet 192.168.2.0/24 -

19
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b Choose Policy > Security Policy > Security Policy. On the page that is displayed, click Create and
create outbound security policy VPN-outbound and inbound security policy VPN-inbound separately.

< Back Edit Security Policy

Basic Info

* Name

Enabled State

* Policy Group

Description

Src. and Dest.

*Src. Security Zone

*Src, Address

User/User Group

* Dest. Security

Zone

* Dest. Address

Service

Service

© Enable Disable

any

VPN-localsubnet

any

VPN-Zone

VPM-remotesubnet

any
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< Back Edit Security Policy
Basic Info
*Name
Enabled State @ Enable Disable
* Policy Group

Description

Src. and Dest.
* Src. Security Zone  VPN-Zone
*Src. Address  VPN-remotesubnet
User/User Group any

* Dest. Security  any

Zone

* Dest, Address VPN-localsubnet

Service

Service  any

(4) Configure a static route.
a Choose Network > Routing > Static Routing > IPv4.

b  Click Create and create a static route to the peer protected subnet of the VPN.
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< sack Edit Static Routing
IP Type IPv4
* Dest. IP Range/Mask 192 168.1.0/24
Next-Hop Address
Interface wiid

*(O Priority

o

Link Detection

Description ipsec-route

2.6 Verification

2.6.1 Verifying Configuration of Site A

® Choose Network > IPsec VPN > Tunnel Monitoring. On the page that is displayed, check tunnel

establishment and status information.
I Tunnel Monitoring
@ stat | ©stop 3 Refresh | [ Custom Field

Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Lifetime (s) Sel  Operation

Site-to-Site ® Not established Point-to-Point 10.1.5.211 192.168.1.0/24->192.168.2.0/24 0 Start

2.6.2 Verifying Configuration of Site B

® Choose Network > IPsec VPN > Tunnel Monitoring. On the page that is displayed, check tunnel

establishment and status information.
I Tunnel Monitoring

@ stat Qsiop  Q Refresh | | [T Custom Field

Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Lifetime (s) Sent Packe  Operation

Site-to-Site ® Established Point-to-Point 10.1.5.203 192.168.2.0/24->192.168.1.0/24 2346 0 Stop
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3 Configuration Examples of Site-to-Site IPsec VPN

(Interconnection with Fortinet Firewall)

3.1 Applicable Products and Versions

Table 3-1  Products and Versions

Device Type  Model Version

RG-WALL 1600-Z-S series cloud-managed
firewall

Firewall NGFW_NTOS 1.0R8 or later

Firewall FortiGate 100F FortiOS 7.2.4 Build 1396 (Feature)

3.2 Service Demands

As shown in Figure 3-1, Site A (RG-WALL Z3200-S) and Site B (Fortinet firewall) at both ends have fixed public

IP addresses. A site-to-site IPsec VPN tunnel needs to be established between the LANs of the two sites to
achieve secure mutual access.

The authentication mode should be pre-shared key, and the encapsulation mode should be the tunnel mode. In
this way, both ends can initiate connections.

Figure 3-1 Site-to-Site Networking

IPsec Tunnel
Ske A SieB

RG-WALL Z3200-5) Foliret Finesil)
Geln MCMT .

+§_ WZ149718 j',-\
- ‘ ||'|tE'rnEtl

Gelf Self

20512 78 ..i__‘
-

T .

PG 1 FC 2 PG 1 PC2

Subnet: 192.168.1.0/24 Subnet: 192.188.2.0/24 .

3.3 Restrictions and Guidelines

Currently, the IPsec VPN function of the RG-WALL 1600-Z series firewall supports only the IKEv1 protocol for
pre-shared key authentication and ESP tunnel mode for encapsulation.
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3.4 Prerequisites

You have completed basic network configurations for Site A and Site B, including interface IP addresses and

default routes. Pay attention to the following points during configuration:

® Ensure that the IP addresses of Site A and Site B are fixed.

3.5 Procedure

3.5.1 Configuring Site A (RG-WALL 1600-Z23200-S)

1. Basic Configuration

(1) Log in to the RG-WALL 1600-23200-S firewall and choose Network > IPsec VPN > Config Wizard. The

basic configuration page of the configuration wizard is displayed.

(2) Set Scenario to Point-to-Point, and set the other parameters according to the following figure.

©,

Basic Config

* (O Tunnel Interface i 2

# Tunnel Name tunnel-to-Fortinet

#*Scenario @ Point-to-Point Point-to-Multipoint
e
~ g
— Branch Office
4’ " Internet
~ g
Main Office _— )

Branch Office

(3) After completing the configuration, click Next.

2. Authentication Configuration

(1) Configure parameters as follows:

® Set the peer address to the IP address of the Fortinet firewall's WAN interface (10.51.212.236).
® Set the outbound interface to that of the local device (Ge0/0).

® Set the authentication mode to pre-shared key, and set the key to 123123. The pre-shared keys on both ends

of an IPsec VPN tunnel must be the same. Otherwise, the tunnel cannot be established.
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© @

Basic Config Authentication Config

* Peer Address 10.51.212.236

* Qutbound Interface Ge0/0
* Authentication Mode @ Pre-shared Key
* (D Key

“ (D Confirm Key

‘ Previous ‘ ‘ Cancel ‘

(2) After completing the configuration, click Next.

3. Interesting Traffic Configuration

Next

(1) Click Create. Configure parameters for interesting traffic as follows:

® Set Proxy Mode to Subnet-to-Subnet.

® Set the local network to the subnet 192.168.1.0/24 of the RG-WALL Z3200-S.

® Set the peer network to the subnet 192.168.2.0/24 of the Fortinet firewall.

G)

© ©

Basic Config Authentication Config

=/

Interesting Traffic Config

@ Create | T Delete
Proxy Mode Local Network  Peer Network Operation
Subnet-to-Su...  192.168.1.0/24  192.168.2.0/24 Edit Delete
10 ~ / Page Total:1 Goto| 1 < n >

‘ Previous ‘ ‘ Cancel ‘

(2) After completing the configuration, click Next.

4. Verification

Next

IPsec

VPN

(1) Verify that the basic configuration, authentication configuration, and interesting traffic configuration are

correct.
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')

©

Basic Config Authentication Config

Basic Config Edit
Tunnel Interface
Tunnel Name
Scenario Point-to-Point
Authentication Config FEdit
Peer Address
Outbound Interface
Authentication Mode Pre-shared Key
@ Key

Interesting Traffic Config Edit

Local Network

192.168.1.0/24

®

Config Verification

N
Interesting Traffic Config

Point-to-Multipoint @

Peer Network

192.168.2.0/24

VPN

(2) Click Advanced Settings and modify the following IKE and IPsec parameters. Use the default configuration

for the other parameters.
® |KE parameters:

o Set IKE Version to IKEv1.

o Set Negotiation Mode to IKEv1 Main Mode.

o Set Encryption Algorithm to AES-128.
o Set Verification Algorithm to SHA.
o Set DH Group to GROUPS.
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Advanced Settings Fold
* Local ID Type ~ IPV4 ADDRESS
(D Peer ID Authentication
DPD Type Regular Mode
DPD Detection Interval 30

DPD Retry Interval 5

IKE Parameter
* (D IKE Version B IKEv1 [ IKEv2
* (D Negotiation Mode IKEv1 Main Mode
* Encryption Algorithm | AES-128 &
* (D Verification Algorithm  SHA &
*DH Group | GROUPS &

* (D SA Lifetime = 86400

® |Psec parameters:
o Set Encryption Algorithm to AES-128.
o Set Verification Algorithm to SHA.
o Enable Perfect Forward Secrecy.

o Set DH Group to GROUPS5.
=1 IPsec Parameter
* Protocol ESP
* Encapsulation Made Tunnel
* Encryption Algorithm | AES-128 =
* Verification Algorithm = SHA =
Perfect Forward Secrecy ()
* DH Group GROUPS
*(D SA Lifetime 3600

@ Tunnel MTU 1400

Configuration Examples of Site-to-Site IPsec
(Interconnection with Fortinet Firewall)

Second

Second

Second

Second

‘ Previous ‘ ‘ Cancel ‘ Finish

(3) After verifying the configuration, click Finish.
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3.5.2 Configuring Site B (Fortinet Firewall)

1. VPN Setup

(1) Log in to the Fortinet firewall and choose VPN > IPsec Wizard. The configuration wizard page is displayed.

(2) Configure parameters as follows:
® Set Template type to Site to Site.
® Set NAT configuration to No NAT between sites.

® For the device type, use the default configuration.

VPN Creation Wizard
@ VPN Setup
Name tunnel-to-z32-s
Template type EICIORT Gl Hub-and-Spoke | Remote Access | Custom

NAT configuration No NAT between sites

This site is behind NAT
The remote site is behind NAT

Remote device type R Ntler oS

“dite Cisco

(3) After completing the configuration, click Next.
2. Authentication Configuration

(1) Configure parameters as follows:

® Set Remote device to IP Address.

Site to Site - FortiGate

N

<€

S22
8y

This FortiGate Remote FortiGate

Next > Cancel

® Set Remote IP address to the IP address of the RG-WALL Z3200-S (172.17.149.218).

® Set Outgoing interface to that of the local device: wan1(mgmt).

® Set Authentication method to Pre-shared Key, and set the key to 123123. The pre-shared keys on both

ends of an IPsec VPN tunnel must be the same. Otherwise, the tunnel cannot be established.

VPN Creation Wizard

@ Authentication
[FNGIESN Dynamic DNS

172.17.149.218

Remote device
Remote IP address

QOutgoing Interface M wan1(mgmt) -

Authentication method REESIERGIGE Signature

Pre-shared key eessse @

< Back

(2) After completing the configuration, click Next.

3. Policy and Route Configuration

(1) Configure policy and route parameters as follows:

Site to Site - FortiGate

/\
% ey
\.\

This FortiGate

Remote FortiGate

Next > Cancel

® Set Local interface to the outbound interface wan1(mgmt) of the local device.

® Set Local subnets to the subnet 192.168.2.0/24 of the Fortinet firewall.

® Set Remote subnets to the subnet 192.168.1.0/24 of the RG-WALL Z3200-S.
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VPN Creation Wizard

v v @ Policy &Routing > @ Review Settings

Local interface ™ wan1 (mgmt) x Site to Site - FortiGate

+
Local subnets 192.168.2.0/24

. <
Remote Subnets 192.168.1.0/24 :

[+] This FortiGate Remote FortiGate

Internet Access @ m Share Local | Use Remote

< Back Next » Cancel

(2) After completing the configuration, click Next. The Review Settings page is displayed.

VPN Creation Wizard

v v v Review Settings

© The following settings should be reviewed prior to creating the VPN.

Object Summary
Phase 1 interface tunnel-to-z32-s
Local address group tunnel-to-z32-s_local

Remote address group ~ tunnel-to-z32-s_remote

Phase 2 interface tunnel-to-z32-s
Static route static
Blackhole route static

Local to remote policies  VPn_tunnel-to-z32-s_local

Remote to local policies  vpn_tunnel-to-z32-s_remote

(3) After verifying the configuration, click Create.
4. VPN Authentication Configuration

(1) Choose VPN > IPsec Tunnels. The IPsec tunnel page is displayed.
# Edit @ Delete | Ll Show MatchingLogs | | Search Q

Tunnel % Interface Binding Status & Ref &

[ £ Site to Site - FortiGate @

o1 [ internal (port5) © Inactive 2
© 525 M port2 @ Inactive 2
© tunnel-to-z32-s M wan1 (mgmt) © Inactive 4

O Custom @ IPsec Tunnel © tunnel-to-z32-s
Type £ Site to Site - FortiGate
172.17.149.218

Remote Gatew
Ph.

2Tunnel @ tunnel-to-z32-s

Phase 1 © tunnel-to-232-s

Comments VPN: tunnel-to-z32-s (Created by VPN
wizard)

References 4

| & Edit |

(2) Select the tunnel created in the previous step, and click Edit. In the dialog box that is displayed, click Convert

To Custom Tunnel.
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Edit VPN Tunnel

Tunnel Template

Name

Comments

Network

tunnel-
to-
z32-s

Authentication

Phase 2 Selectors
Local Address

£2iSite to Site - FortiGate

Convert To Custom Tunnel

tunnel-to-z32-s

VPN: tunnel-to-z32-s (Created

by VPN wizard) 447255

# Edit

Remote Gateway : Static |P Address (172.17.149.218), Outgoing Interface : mgmt

# Edit

‘Authentication Method : Pre-shared Key

Remote Address

1-t0-232-5 local

|-to-232-5_remote rd

OK Cancel

(3) Click Edit in the Phase 1 Proposal area and modify the authentication parameters according to the following

figure.

Phase 1 Proposal

# Edit

Algorithms: AES128-5HAZ56, AES256-5HAZ256, AES128-5HAT, AESZ56-5HAT

Diffie-Hellman Groups: 14, 5

® Set Encryption to AES128.

® Set Authentication to SHA1.
® Set Diffie-Hellman Group to 5.
°

Use the default configuration for the other parameters.

Phase 1 Proposal © Add
1 | Encryption AES128
032 0302002 028 027
Diffie-Hellman Group 02102 1?2 018 (017 16
(15 (J114@®ms=l ]2 )1
Key Lifetime (seconds) 86400 2 '
Local ID

(4) Click the edit icon in the Phase 2 Proposal area and modify the authentication parameters according to the

following figure.
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Phase 2 Selectors

Name Local Address

tunnel-to-z32-s  tunnel-to-z32-s_local

Configuration

Remote Address

Examples of Site-to-Site IPsec
(Interconnection with Fortinet Firewall)

tunnel-to-z32-5_remote

O Add

&

® Set Local Address to the subnet 192.168.2.0/24 of the Fortinet firewall.

® Set Remote Address to the subnet 192.168.1.0/24 of the RG-WALL Z3200-S.

® Set Encryption to AES128.
® Set Authentication to SHA1.

® Set Diffie-Hellman Group to 5.

® Use the default configuration for the other parameters.

Edit Phase 2 41019
Name tunnel-to-z32-s
WPN: tunnel-to-z32-5 (Created by
Comments VPN wizard)
£
Local Address Subnet 192.168.2.0/24
Remote Address Subnet 192.168.1.0/24 1
& Advanced...
Phase 2 Proposal @ Add
Encryption AES128 « Authentication SHA1 -~ |2
Enable Replay Detection
Enable Perfect Forward Secrecy (PFS)
32 31 30 29 28 27
Diffie-Hellman Group 21 20 19 18 17 16
15 14 5 2 1
Local Port All 3
Remote Port All
Protocol All
Auto-negotiate
Autokey Keep Alive
Key Lifetime Seconds
Seconds 43200

(5) After completing the modification, click OK.
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+CreateNew ~ || & Edit Ll Show Matchinglogs | | Search Edit VPN Tunnel %
Tunnel Interfa N
Name unnel-to-232
S VPN: tunnel-to-232-s (Created by VPN

0" B intemal (ports) Comments wizard)

©s2s B port2 )

© tunnel-to-z32-s T

Network i

O Custom @
Remote Gateway : Static IP Address (172.17.149.218) , Interface : mgmt

Authentication & Edit
Authentication Method : Pre-shared Key

IKE Version: 1, Mode : Main (ID protection)
Phase 1Proposal # Edit
Algorithms : AES128-SHA1
Diffie-Hellman Group: 5
XAUTH # Edit
Type : Disabled
Phase 2 Selectors

Name Local Address Remote Address © Add

tunnel-to-z32-s 192.168.20/24 192.168.1.0/24 rd

Sancd

3.6 Verification

3.6.1 Verifying Configuration of Site A (RG-WALL Z3200-S)

® Choose Network > IPsec VPN > Tunnel Monitoring. Verify that the tunnel status is Established.

I Tunnel Monitoring

@ start | Q©Stop O Refresh  [@ Custom Field

Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Lifetime (s) Sent Packets (Byte) Received Packets (By Operation

tunnel-to-Fortinet ® Established Point-to-Point 10.51.212.236 192.168.1.0/24->192.168.2.0/24 3596 0 0 Stop

® Choose Monitor > Log Monitoring > IPsec VPN Log. Check IPsec tunnel negotiation logs.

I IPsec VPN Logs

[* Export | & Refresh | [ Custom Field Date 2024-08-23 to 2024-08-23 LogLevel | All
Log Level Time Tunnel Name Peer Address Details
o Medium 2024-08-23 19:22:37 tunnel-to-Fortinet 10.51.212.236 IKE SAZZ37s2A, cookiels: bce7f9412daccbad:Bcab232faf5d9cce
* Medium 2024-08-23 19:22:37 tunnel-to-Fortinet 10.51.212.236 IPsec SARZ75eA% ((HRID: 6077d092)

3.6.2 Verifying Configuration of Site B (Fortinet Firewall)

® Choose VPN > IPsec Tunnels. Verify that the tunnel status is established.
# Edit Delete || oIl Show Matching Logs | | | Search Q

Tunnel ¢ Interface Binding ¢ Ref. & Template

™ wan1 (mgmt) 4 O Custom

® Select the IPsec tunnel and click Show Matching Logs to view IPsec tunnel negotiation logs.
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# Edit lal Show MatchingLogs || Search Q

Tunnel & Interface Binding & Ref. & Template ¥

@ tunnel-to-z32-s ™ wan1 (mgmt) 4 O Custom

Summary @ Logs

2| & [(VvPNTunnel==twnnettoz32s X) © Q Search |Q |[@venEvents - || @ Memory - | | O Details
Date/Time Level Action Status Message VPN Tunnel Y
2024/08/23 19:18:45 [ L] tunnel-stats IPsec tunnel statistics tunnel-to-z32-s .
2024/08/23 19:16:30 [ L] negotiate success negotiate IPsec phase 2 tunnel-to-z32-s
2024/08/23 19:16:30 [ L] negotiate success progress IPsec phase 2 tunnel-to-z32-s
2024/08/23 19:16:30 [ 1] negotiate success progress |Psec phase 2 tunnel-to-z32-s
2024/08/23 19:16:30 [ L] tunnel-up IPsec connection status change tunnel-to-z32-s
2024/08/23 19:16:30 [ L] phase2-up IPsec phase 2 status change tunnel-to-z32-s
2024/08/23 19:16:30 [ || install_sa install IPsec SA tunnel-to-z32-s
2024/08/23 19:16:30 [ L] negotiate success progress [Psec phase 1 tunnel-to-232-s
2024/08/23 19:16:30 [ L] negotiate success progress IPsec phase 1 tunnel-to-z32-s
2024/08/23 19:16:30 [ 1] negotiate success progress |Psec phase 1 tunnel-to-z32-s
2024/08/23 19:16:30 [ L] negotiate success progress [Psec phase 1 tunnel-to-232-s
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4 Configuration Examples of Site-to-Multisite IPsec
VPN

4.1 Applicable Products and Versions

Table 4-1 Products and Versions

Device Type  Model Version

V5.2-NGFW_NTOS 1.0R6 or

Firewall RG-WALL 1600-Z-S series cloud-managed firewall ot
ater

4.2 Service Demands

In a site-to-site scenario, a pre-shared key needs to be specified for each peer. When defining an IPsec policy,
you also need to specify the IP address or domain name of the peer. As the number of peers increases, duplicate
configurations also increase, making maintenance difficult. In addition, if a peer does not have a fixed IP address,

the IPsec tunnel cannot be established.

To solve the preceding problems, a site-to-multisite solution is proposed, as shown in Figure 4-1. In a site-to-
multisite scenario, the hub site needs to establish tunnels with multiple spoke sites. All the spoke sites use the
same pre-shared key as the hub site. The hub site does not initiate connections. Instead, the spoke sites initiate
connections to establish IPsec tunnels.

Figure 4-1 Site-to-Multisite Networking

E 152 168.3.024 ﬂ
i GOz 1 152.158.3.1
: 10.1.5 *!... s e 1
Cﬂ 192.168.100.024 | =
192.168.100.1 T el Spoke A Ty ]
PG GelV1 10.15.211 o
...E" Intermet FCc2
1452 168.4.0024
D " e 0
192 166.100.2 : a0t 192.168.4.1
PC2 ! el -!'— pet
! 10.1.5.204 I
: Spoke B 192.168.4.2
i PC2

IPs&s Tunnel :

4.3 Restrictions and Guidelines

® Currently, if the RG-WALL 1600-Z series firewall acts as a hub site on an IPsec VPN, all spoke sites must

use the same pre-shared key to negotiate with the hub site.
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® The following describes how to configure Spoke A. The configuration for Spoke B is similar.

4.4 Prerequisites

You have completed basic network configurations for Site A and Site B, including interface IP addresses and

default routes. Pay attention to the following points during configuration:

® The IP address of the hub site is fixed.

® All spoke sites can obtain the pre-shared key configured on the hub site in out-of-band (OOB) mode.

4.5 Procedure

4.5.1 Using a Configuration Wizard

1. Configuring the Hub Site

(1) Perform basic configuration.

a Choose Network > IPsec VPN > Config Wizard. The basic configuration page of the configuration

wizard is displayed.

b Set Scenario to Site-to-Multisite, and set the other parameters according to the following figure.

@

Basic Config

* (@ Tunnel Interface vii 100
* Tunnel Name  Hub-Spoke

* Scenario Point-to-Point © Point-to-Multipoint

_— o Branch Office

~ g

Main Office =

Cancel ‘ Next

c After completing the configuration, click Next.
(2) Configure authentication.

a Configure parameters according to the following figure.
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© @
Basic Config Authentication Config
* Qutbound Interface Ge0/2
* Authentication Mode @ Pre-shared Key
* I(ey assssanse

*Confirm Key = sssssssss

Previous ‘ ‘ Cancel ‘ Next

b  After completing the configuration, click Next.
(3) Configure interesting traffic.

a Click Create. Configure parameters for interesting traffic according to the following figure.
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© © ®
Basic Config Authentication Config Interesting Traffic Config

® Create | Tl Delete

Proxy Mode Local Network Peer Network Operation
Auto any any Delete
10 «  /Page Total:1 Goto < I
‘ Previous ‘ ‘ Cancel ‘ Next

b  After completing the configuration, click Next.
(4) Verify configuration.

a After verifying the configuration, click Finish.

37



IPsec VPN Typical Configuration Examples Configuration Examples of Site-to-Multisite IPsec VPN

© o © ®

Basic Config Authentication Config Interesting Traffic Config Config Verification

(i) The tunnel configured on the wizard will be added to the custom tunnel list.

Basic Config Edit
Tunnel Interface
Tunnel Name

Scenario Point-to-Point (O Point-to-Multipoint O

Authentication Config Edit

Outbound Interface
Authentication Mode Pre-shared Key

Key

Interesting Traffic Config Edit

Local Network Peer Network
any any

Advanced Settings Expand

‘ Previous ‘ ‘ Cance ‘ Finish

2. Configuring Spoke A

(1) Perform basic configuration.

a Choose Network > IPsec VPN > Config Wizard. The basic configuration page of the configuration

wizard is displayed.

b Set Scenario to Point-to-Point, and set the other parameters according to the following figure.

®
Basic Config

* (@ Tunnel Interface vii 100

* Tunnel Name Site-to-Site

*Scenario @ Point-to-Point Point-to-Multipoint

Branch Office
= Internet

Main Office =z

Branch Office
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¢ After completing the configuration, click Next.

(2) Configure authentication.

a Configure parameters according to the following figure.

© ®

Basic Config

* Peer Address

* Outbound Interface
* Authentication Mode
* Key

* Confirm Key

Authentication Config

10.1.5.211
Gel/2

© Pre-shared Key

Next

‘ Previous ‘ ‘ Cancel ‘

b  After completing the configuration, click Next.

(3) Configure interesting traffic.

a Click Create. Configure parameters for interesting traffic according to the following figure.

© © ®
Basic Config Authentication Config Interesting Traffic Config
® Create [ Delete
Proxy Mode Local Network Peer Network Operation
Subnet-to-Subnet 192.168.3.0/24 192.168.100.0/24 Edit Delete
10 / Page Total:1 Goto 1 < n b

b  After completing the configuration, click Next.

(4) Verify configuration.
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a After verifying the configuration, click Finish.

() (/) o e {4)

Basic Config Authentication Config Interesting Traffic Config Config Verification

1 will be added to the custom tunnel list.

Basic Config Edit

Tunnel Interface

Tunnel Name

Scenario Point-to-Point @ Point-to-Multipoint O

Authentication Config Edit

Peer Address

Qutbound Interface

Authentication Mode Pre-shared Key

Key

Interesting Traffic Config Edit

Local Network Peer Network

192.168.3.0/24 192.168.100.0/24

Advanced Settings Expand

4.5.2 Manually Configuring a Tunnel

1. Configuring the Hub Site

(1) Configure a tunnel interface.
a Choose Network > Interface > Tunnel Interface.
b  On the page that is displayed, click Create.
¢ On the tunnel interface configuration page that is displayed, configure parameters as follows:
o Set Interface Name to vti100.
o Add security zone VPN-Zone and set Security Zone to VPN-Zone for this interface.
o Set Tunnel Local Address to the default outbound interface address of the hub site: 10.1.5.211.

o Set Tunnel Remote Address to Dynamic.
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¢ Back Create Tunnel Interface Details

* Interface Name vii100
Security Zone | VPN-Zone & Add Security Zone
* Tunnel Local Address 10.1.5.211
Tunnel Remote Address IP © Dynamic

Description

(2) Configure an IPsec tunnel.
a Perform basic configuration.

Choose Network > IPsec VPN > Custom Tunnel. Click Create. On the basic configuration page of the

custom tunnel, configure parameters as follows:
o Set Tunnel Name to Hub-Spoke.

o Set Enabled State to Enable.

o Set Tunnel Interface to vti100.

o Set Local Address to interface Ge0/2.

o For Authentication Mode, use the default value Pre-shared Key. Set both Key and Confirm Key to
ruijie123.

o Toggle on Reverse Route Injection for the hub site. For Priority, use the default value 5. Do not
configure Next-Hop Address.
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Basic Config

* Scenario Point-to-Point (0 © Point-to-Multipoint @

* Tunnel Name Hub-Spoke

Description
* Enabled State @ Enable Disable
* Tunnel Interface  +ti100 @ Add Tunnel Interface

* Authentication Mode Pre-shared Key
* Key snessnane
* Confirm Key sinssanse
* Local Address @ Interface IP
Gel/2
* Lacal ID Type IPv4_ADDRESS
Verify Peer ID
=t Advanced
Reverse Route Injection ()
Mext-Hop Address

* Priority 5

After completing the basic configuration, click Next.
b  Configure interesting traffic.
On the interesting traffic configuration page, click Create. Then configure parameters as follows:

o Set Proxy Mode to Auto.
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e

()

Basic Config Interesting Traffic Config

® Create [ Delete

Proxy Mode Local Network Peer Network Operation
Auto any any Delete
10 ~ { Page Total:1 Go to 1 < n >

After completing the configuration for interesting traffic, click Next.
¢ Configure security parameters.

On the security parameter configuration page, configure IKE and IPsec parameters and ensure that the

configuration matches that on the peer device.

o IKE parameters: Set Negotiation Mode to IKEv1 Main Mode, Encryption Algorithm to AES-128,
Verification Algorithm to SHA, DH Group to GROUPS5, and SA Lifetime to 86400 (in seconds).

o |IPsec parameters: Set Protocol to ESP, Encapsulation Mode to Tunnel, Encryption Algorithm to
AES-128, and Verification Algorithm to SHA. Do not toggle on Perfect Forward Secrecy. Set SA
Lifetime to 3600 (in seconds) and Tunnel MTU to 1400.
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©

Basic Config

IKE Parameter

* Negotiation Mode

* Encryption Algorithm
* Verification Algorithm
* DH Group

(1) SA Lifetime

IPsec Parameter

* Protocol

* Encapsulation Mode

* Encryption Algorithm
* Verification Algorithm
Perfect Forward Secrecy
* (D) SA Lifetime

(@ Tunnel MTU

Interesting Traffic Config

Security Parameter

Config

IKEv1 Main Mode
AES-128 &

SHA &

GROUPS &

86400 Second

ESP
Tunnel
AES-128 &
SHA, &
3600 Second

1400

‘ Previous ‘ ‘ Cancel ‘ Finish

Click Finish to complete the IPsec tunnel configuration for the hub site.

(3) Create security policies.

a Choose Policy > Security Policy > Security Policy. On the page that is displayed, click Create and

create outbound security policy VPN-hub-outbound and inbound security policy VPN-hub-inbound

separately.
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< Back Create Security Policy

Basic Info

* Name

Enabled State

* Policy Group

* Adjacent Policy

Description

Src. and Dest.

* Src. Security Zane

*Src. Address

User/User Group

* Dest. Security

Zone

* Dest, Address

Service

Service

VPN-hub-outbound

© Enable Disable

Default Policy Group

Default Policy

any

any

any

VPN-Zone

any

any
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{ Back

Basic Info

* Name

Enabled State

* Policy Group

* Adjacent Policy

Description

Src. and Dest.

*Src. Security Zone

* Src. Address

User/User Group

* Dest. Security

Zone

# Dest. Address

Service

Service

(1

a Choose Network > Interface > Tunnel Interface.

© Enable

Configuring Spoke A

IPsec VPN Typical Configuration Examples

Create Security Policy

VPN-hub-inbound

Disable

Default Policy Group

Default Policy

VPN-Zone

any

any

any

any

any

Configure a tunnel interface.

b  On the page that is displayed, click Create.

Configuration Examples of Site-to-Multisite IPsec VPN

* Add Group

Before

¢ On the tunnel interface configuration page that is displayed, configure parameters as follows:

o Set Interface Name to vti1.

o Add security zone VPN-Zone and set Security Zone to VPN-Zone for this interface.

o Set Tunnel Local Address to the default outbound interface address of Site A: 10.1.5.203.

o Set Tunnel Remote Address to the default outbound interface address of the hub site: 10.1.5.211.
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¢ Back Edit Tunnel Interface Details

# Interface Name
Security Zone VPN-Zone ) Add Security Zone
* Tunnel Local Address 10.1.5.203
Tunnel Remote Address @ IF Dynamic
10.1.5.211

Description

(2) Configure an IPsec tunnel.
a Perform basic configuration.

Choose Network > IPsec VPN > Custom Tunnel. Click Create. On the basic configuration page of the

custom tunnel, configure parameters as follows:

o Set Tunnel Name to Site-to-Site.

o Set Enabled State to Enable.

o Set Tunnel Interface to vti1. Set Local Address to interface Ge0/2, and Peer Address to 10.1.5.211.

o For Authentication Mode, use the default value Pre-shared Key. Set both Key and Confirm Key to

ruijie123.
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Basic Config

* Scenario

* Tunnel Name
Description

* Enabled State

* Tunnel Interface

* Authentication Mode
¥ Key

* Confirm Key

© Point-to-Point O

Site-to-Site

© Enable Disable

vtil

Pre-shared Key

Configuration Examples of Site-to-Multisite IPsec VPN

Point-to-Multipoint (O

& Add Tunnel Interface

* Local Address @ Interface P @
Gel/f2
* Peer Address 10.1.5.211

*Local ID Type | |PV4 ADDRESS
Verify Peer ID

£l Advanced

Cancel Next

After completing the basic configuration, click Next.

b  Configure interesting traffic.

On the interesting traffic configuration page, click Create. Then configure parameters as follows:
o Set Proxy Mode to Subnet-to-Subnet.

o Set Local Network to 192.168.3.0/24 and Peer Network to 192.168.100.0/24.

© @

Basic Config Interesting Traffic Config

® Create | T Delete

Proxy Mode Local Network Peer Network Operation

Subnet-to-Subnet 192.168.3.0/24 192.168.100.0/24 Edit Delete

After completing the configuration for interesting traffic, click Next.
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¢ Configure security parameters.

On the security parameter configuration page, configure IKE and IPsec parameters and ensure that the

configuration matches that on the peer device.

o IKE parameters: Set Negotiation Mode to IKEv1 Main Mode, Encryption Algorithm to AES-128,
Verification Algorithm to SHA, DH Group to GROUPS5, and SA Lifetime to 86400 (in seconds).

o |IPsec parameters: Set Protocol to ESP, Encapsulation Mode to Tunnel, Encryption Algorithm to
AES-128, and Verification Algorithm to SHA. Do not toggle on Perfect Forward Secrecy. Set SA
Lifetime to 3600 (in seconds) and Tunnel MTU to 1400.

©

Basic Config

IKE Parameter

* Negotiation Mode

* Encryption Algorithm
* Verification Algorithm
* DH Group

* (1) SA Lifetime

IPsec Parameter

* Protocol

* Encapsulation Mode

* Encryption Algorithm
*Verification Algorithm
Perfect Forward Secrecy

* (1) SA Lifetime

Interesting Traffic Config

Security Parameter

Config

IKEv1 Main Mode
AES-128 &=

SHA &

GROUPS &

86400 Second

ESP

Tunnel

AES-128 =

SHA &

3600 Second

‘ Previous ‘ ‘ Cancel ‘ Finish

Click Finish to complete the configuration for the IPsec tunnel.

(3) Create security policies.

a Choose Object > Address > IPv4 Address. On the page that is displayed, click Create and create two
address objects for local network 192.168.3.0/24 and peer network 192.168.100.0/24 of the interesting

traffic separately.
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IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

® Create | | T Delete | & Refresh

Name IP Address/Range Address Group
VPM-remotesubnet 192.168.100.0/24
VPM-localsubnet 192.168.3.0/24

b Choose Policy > Security Policy > Security Policy. On the page that is displayed, click Create and

create outbound security policy VPN-outbound and inbound security policy VPN-inbound separately.
< Back Edit Security Policy
Basic Info
*Name
Enabled State @ Enable Disable
* Policy Group

Description

Src. and Dest.
*Src. Security Zone any
*Src. Address  VPN-localsubnet
User/User Group any

* Dest. Security  VPN-Zone

Zone

* Dest, Address VPM-remotesubnet

Service

Service  any
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< Back Edit Security Policy
Basic Info
*Name
Enabled State @ Enable Disable
* Policy Group

Description

Src. and Dest.
* Src. Security Zone  VPN-Zone
*Src. Address  VPN-remotesubnet
User/User Group any

* Dest. Security  any

Zone

* Dest, Address VPN-localsubnet

Service

Service  any

(4) Configure a static route.
a Choose Network > Routing > Static Routing > IPv4.

b  Click Create and create a static route to the peer protected subnet of the VPN.
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< Back Edit Static Routing

IP Type |Pv4
* Dest. IP Range/Mask 192.168.100.0/24
Next-Hop Address
Interface vii

* (1 Priority

n

Link Detection

Description ipsec-route

4.6 Verification

4.6.1 Verifying Configuration of the Hub Site

® Choose Network > IPsec VPN > Tunnel Monitoring. On the page that is displayed, check tunnel

establishment and status information.

I Tunnel Monitoring

@ stat | Qstop | O Refresh | [T Custom Field

Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Lifetime (s) Sent  Operation
~ Hub-Spoke - Point-to-Multipoint 0.0.0.0
Hub-Spoke @ Established Instance Link 10.1.5.203 192.168.100.0/24->192.168.3.0/24 3586 Stop

4.6.2 Verifying Configuration of Spoke A

® Choose Network > IPsec VPN > Tunnel Monitoring. On the page that is displayed, check tunnel

establishment and status information.
I Tunnel Monitoring
@ start | | @ stop | | & Refresh [T Custom Field

Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Lifetime (s) Sent  Operation

Site-to-Site ® Established Point-to-Point 10.1.5.211 192.168.3.0/24->192.168.100.0/24 3509 Stop
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5 Configuration Examples of Site-to-Multisite IPsec

VPN (Interconnection with Fortinet Firewall)

5.1 Applicable Products and Versions

Table 5-1  Products and Versions

Device Type  Model Version

) RG-WALL 1600-Z-S series cloud-managed
Firewall . | NGFW_NTOS 1.0R8 or later
irewa

Firewall FortiGate 100F FortiOS 7.2.4 Build 1396 (Feature)

5.2 Service Demands

As shown in_Figure 5-1, in a site-to-multisite scenario, the Fortinet firewall acts as the hub site, and multiple RG-
WALL Z3200-S firewalls act as spoke sites. In a site-to-multisite scenario, the hub site needs to establish tunnels
with multiple spoke sites. All the spoke sites use the same pre-shared key as the hub site. The hub site does not

initiate connections. Instead, the spoke sites initiate connections to establish IPsec tunnels.

Figure 5-1 Site-to-Multisite Networking
Subnet: 192 1682024

Submet 192.168.1.0/24

PC1

PC2

a
)
"
IPsec Tunnel H Subnet 1921683024

5.3 Restrictions and Guidelines

® |[f the Fortinet FortiGate 100F series firewall acts as a hub site on an IPsec VPN, all spoke sites must use the

same pre-shared key to negotiate with the hub site.

® The following describes how to configure Spoke A. The configuration for Spoke B is similar.
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5.4 Prerequisites

You have completed basic network configurations for the hub site, Site A, and Site B, including interface IP

addresses and default routes. Pay attention to the following points during configuration:
® Ensure that the IP address of the hub site is fixed.

® All spoke sites obtain the pre-shared key configured on the hub site in OOB mode.

5.5 Procedure

5.5.1 Configuring Spoke A (RG-WALL Z3200-S)

1. Basic Configuration

(1) Log in to the RG-WALL Z3200-S firewall and choose Network > IPsec VPN > Config Wizard. The basic

configuration page of the configuration wizard is displayed.

(2) Set Scenario to Point-to-Point, and set the other parameters according to the following figure.

@

Basic Config

* (0 Tunnel Interface viti 2

* Tunnel Name tunnel-to-Fortinet

* Scenario @ Point-to-Point Point-to-Multipoint
-
-~ g
i Branch Office
“7 a Internet
‘_\‘. L
Main Office e .
Branch Office

(3) After completing the configuration, click Next.
2. Authentication Configuration

(1) Configure parameters as follows:
® Set the peer address to the IP address of the Fortinet firewall's WAN interface (10.51.212.236).
® Set the outbound interface to that of the local device (Ge0/0).

® Set the authentication mode to pre-shared key, and set the key to 123123. The pre-shared keys on both ends
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of an IPsec VPN tunnel must be the same. Otherwise, the tunnel cannot be established.

o)
© ®
Basic Config Authentication Config
* Peer Address 10.51.212.236 Ping

* Qutbound Interface Gel/0
* Authentication Mode @ Pre-shared Key
(D Key srasne

* (@ Confirm Key = seasss

‘ Previous ‘ ‘ Cancel ‘ Next

(2) After completing the configuration, click Next.

3. Interesting Traffic Configuration

(1) Click Create. Configure parameters for interesting traffic according to the following figure.
® Set Proxy Mode to Subnet-to-Subnet.

® Set the local network to the subnet 192.168.2.0/24 of the RG-WALL Z3200-S.
® Set the peer network to the subnet 192.168.1.0/24 of the Fortinet firewall.

© © ®

Basic Config Authentication Config Interesting Traffic Config

® Create | W Delete

Proxy Mode Local Network  Peer Network Operation
Subnet-to-Su...  192.168.2.0/24  192.168.1.0/24 Edit Delete
10 v / Page Total:1 Goto 1 < n >
‘ Previous ‘ ‘ Cancel ‘ Next

(2) After completing the configuration, click Next.
4. Verification

(1) Verify that the basic configuration, authentication configuration, and interesting traffic configuration are

correct.
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(D

© ©

Authentication Config

Basic Config

Basic Config

Tunnel Interface
Tunnel Name

Scenario
Authentication Config
Peer Address
Qutbound Interface
Authentication Mode
@ Key

Interesting Traffic Config

Local Network

192.168.2.0/24

O)

Config Verification

/)
Interesting Traffic Config

Edit

Point-to-Point (O Point-to-Multipoint (@

Edit

Pre-shared Key

Edit

Peer Network

192.168.1.0/24

VPN

(2) Click Advanced Settings and modify the following IKE and IPsec parameters. Use the default configuration

for the other parameters.
® |KE parameters:

o Set IKE Version to IKEv1.

o Set Negotiation Mode to IKEv1 Main Mode.
o Set Encryption Algorithm to AES-128.

o Set Verification Algorithm to SHA.

o Set DH Group to GROUPS5.
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Advanced Settings

* Local ID Type

(D Peer ID Authentication
DPD Type

DPD Detection Interval

DPD Retry Interval

IKE Parameter

* (0 IKE Version

* (1) Negotiation Mode

* Encryption Algorithm

* (D Verification Algorithm
* DH Group

(D SA Lifetime

IPsec parameters:

o Set Encryption Algorithm to AES-128.
o Set Verification Algorithm to SHA.

o Enable Perfect

Fold

IPV4_ADDRESS

Regular Mode

30

B IKEv1 O IKEv2
IKEv1 Main Mode
AES-128 &=
SHA &

GROUPS &

86400

Forward Secrecy.

o Set DH Group to GROUPS5.

=t IPsec Parameter

* Protocol

* Encapsulation Mode

* Encryption Algorithm

*Werification Algorithm

ESP

Tunnel

AES-128 =

SHA &

Perfect Forward Secrecy @)

* DH Group

* (1 SA Lifetime

@ Tunnel MTU

GROUPS

3600

1400

‘ Previous | ‘

Configuration Examples of Site-to-Multisite
(Interconnection with Fortinet Firewall)

Second

Second

Second

Second
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5.5.2 Configuring Spoke B (RG-WALL Z3200-S)

The configuration steps are the same as those of Spoke A and are not described here.

5.5.3 Configuring the Hub Site (Fortinet Firewall)

1. VPN Setup

IPsec VPN

(1) Log in to the Fortinet firewall and choose VPN > IPsec Wizard. The configuration wizard page is displayed.

(2) Configure parameters as follows:
® Set Template type to Hub-and-Spoke.

® Select Role to Hub.

VPN Creation Wizard

@ VPN Setup

Name tunnel-to-RJ
Template type | Site to Site [RIIERLES Gl Remote Access | Custom

The Hub-and-Spoke VPN will be set up using auto-discovery with BGP

as the routing protocol.

Role @ m Spoke

(3) After completing the configuration, click Next.

2. Authentication Configuration

(1) Configure parameters as follows:

Hub-and-Spoke - FortiGate (Hub)

Internet

This FortiGate

Next > Cancel

® Set Incoming interface to the WAN interface of the local device: wan1(mgmt).

Spokel

\

Remote FortiGate

Spoke2

Remote FortiGate

® Set Authentication method to Pre-shared Key, and set the key to 123123. The pre-shared keys on both

ends of an IPsec VPN tunnel must be the same. Otherwise, the tunnel cannot be established.

VPN Creation Wizard
@ Authentication
Incoming Interface ™ wan1 (mgmt) -
Authentication method RMEEIEIEHEGCH Signature
Pre-shared key seeeee @

(2) After completing the configuration, click Next.

3. Tunnel Interface Configuration

Hub-and-Spoke - FortiGate (Hub)

Internet

This FortiGate

<Back Next > Cancel

Use the default configuration for parameters on this page and click Next.
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VPN Creation Wizard
v v @® Tunnel Interface > @ Policy &Routing ) @ ReviewSettings
Tunnel IP €@ 10.10.3.1 Hub-and-Spoke - FortiGate (Hub)
Remote IP/netmask @  10.10.3.2/24 Spakel

Remote FortiGate

Internet
This FortiGate
Remote FortiGate

< Back Next > Cancel

4. Policy and Route Configuration

(1) Configure policy and route parameters as follows:

® SetLocal ASto 1.

® Set Local interface to wan1(mgmt) of the local device.

® Set Local subnets to the subnet 192.168.1.0/24 of the Fortinet firewall.

® Set Spoke type to Range.

® Set the Spoke range prefix to the subnet range 192.168.0.0/16 of the spoke sites.

® For Spoke neighbor group, click Create. Set Name and Remote AS as required, and select the local WAN

interface wan1(mgmt) as the interface.

VPN Creation Wizard
v v v @ Policy & Routing > @ Review Settings
Local AS 1 Hub-and-Spoke - FortiGate (Hub)
Localinterface [ wan1(mgmt) x Spokel
+ a
Local subnets 192.168.1.0/24 .
° N
Remote FortiGate
Spoke type Individual Intemst
Spoke range prefix 192.168.0.0/24 Spoke2
Spoke neighborgroup  1f h This FortiGate
-'r-,/
Remote FortiGate

< Back Next > Cancel

Add BGP Neighbor Group

Name ri
Remote AS 2

Interface ™ wan1{mgmt) x
+

Activate IPv4 (O
Activate IPv6 (B

OK Cancel

(2) After completing the configuration, click Next. The Review Settings page is displayed.
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VPN Creation Wizard

©® Review Settings

© The following settings should be reviewed prior to creating the VPN.

Object Summary

Phase 1 interface

Local address group
Phase 2 interface
Tunnel interface
Remote to local policies

Local to remote policies

tunnel-to-RJ
tunnel-to-RJ_local
tunnel-to-RJ

tunnel-to-RJ
vpn_tunnel-to-RJ_spoke2hub
vpn_tunnel-to-RJ_spoke2spoke

Configuration Examples of Site-to-Multisite
(Interconnection with Fortinet Firewall)

IPsec VPN

BGP route bgp

(3) After verifying the configuration, click Create.

5.6 Verification

5.6.1 Verifying Configuration of Spoke Sites (Spoke A as an Example)

® Choose Network > IPsec VPN > Tunnel Monitoring. Verify that the tunnel status is Established.
I Tunnel Monitoring

@ start ©Stop O Refresh [ Custom Field

Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Lifetime (s) Sent Packets (Byte) Received Packets (By Operation

tunnel-to-Fortinet ® Established Point-to-Point 10.51.212.236 192.168.2.0/24->192.168.1.0/24 3596 0 0 Stop

® Choose Monitor > Log Monitoring > IPsec VPN Log. Check IPsec tunnel negotiation logs.

I IPsec VPN Logs

[* Export = & Refresh | [T2 Custom Field Date 2024-08-23 to 2024-08-23 Log Level Al
Log Level Time Tunnel Name Peer Address Details
* Medium 2024-08-23 19:22:37 tunnel-to-Fortinet 10.51.212.236 IKE SAZEsrseak, cookieds: bce7f9412daccbad:8cab232faf5d9cce

* Medium 2024-08-23 19:22:37 tunnel-to-Fortinet 10.51.212.236 IPsec SARYseAt (HRID: 6077d092)

5.6.2 Verifying Configuration of the Hub Site (Fortinet Firewall)

® Choose VPN > IPsec Tunnels. Verify that the tunnel status is established.
# Edit Delete | il Show MatchingLogs | | Search Q

Tunnel ¥ T Interface Binding = Ref. &

£22 Hub-and-Spoke - FortiGate (Hub) @

@ tunnel-to-RJ ™ wan1 (mgmt) 4

® Select the IPsec tunnel and click Show Matching Logs to view IPsec tunnel negotiation logs.
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| Show Matching Logs I Search Q

Tunnel ¥ T Interface Binding ¥ Ref. &

s s

Hub-and-Spoke - FortiGate (Hub)

© tunnel-to-RJ [ wanl (mgmt) 4

Summary @ Logs

S & [( VPN Tumnel ==tunnettoR) X © Q Bearch Ja [ 2 veNevens - | @ Memory - | O Details
Date/Time Level Action Status Message VPN Tunnel ¢
2024/08/23 21:26:46 [ negotiate success negotiate IPsec phase 2 tunnel-to-RJ
2024/08/23 21:26:46 negotiate success progress IPsec phase 2 tunnel-to-RJ
2024/08/23 21:26:46 negotiate success progress IPsec phase 2 tunnel-to-RJ
2024/08/23 21:26:46 install_sa install IPsec SA tunnel-to-RJ
2024/08/23 21:26:46 - negotiate success progress IPsec phase 1 tunnel-to-RJ
2024/08/23 21:26:46 - negotiate success progress IPsec phase 1 tunnel-to-RJ
2024/08/23 21:26:46 [ negotiate success progress IPsec phase 1 tunnel-to-RJ
2024/08/23 21:26:46 [ negotiate success progress IPsec phase 1 tunnel-to-RJ
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6 Configuration Examples of IPsec VPN with NAT

Traversal

6.1 Applicable Products and Versions
Table 6-1  Products and Versions
Device Type  Model Version

Firewall RG-WALL 1600-Z-S series cloud-managed firewall V5.2-NGFW_NTOS 1.0R6 or later

6.2 Service Demands

In a scenario of IPsec VPN with NAT traversal, static NAT (SNAT) needs to be deployed for Spoke A to initiate a
connection with the hub site, and dynamic NAT (DNAT) needs to be deployed for the hub site. Figure 6-1 shows
the typical networking diagram.

Figure 6-1 Networking of IPsec VPN with NAT Traversal

IPge: Tunmal

Spoke A Hub
Geli2 Geliz
-f- 2102 jgg 2 2112 jop 2101 =f
- -
Gal NAT NAT Geln
100, 100, TOLN24 [ SNAT) (DNAT) 200.200.30.024
100, 100, 701 100.100.70.2 200.200.30.1 200.200.30.2
PC 1 PC2 PCA PC2

6.3 Restrictions and Guidelines

® In IPsec, the default port that supports NAT traversal is UDP port 4500. A custom port is not supported.

6.4 Prerequisites

You have completed basic network configurations, including interface IP address and routing information on

routers and servers.
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6.5 Procedure

6.5.1 Using a Configuration Wizard

1. Configuring the Hub Site

(1) Perform basic configuration.

a Choose Network > IPsec VPN > Config Wizard. The basic configuration page of the configuration

wizard is displayed.

b Set Scenario to Site-to-Multisite, and set the other parameters according to the following figure.

@

Basic Config

* (D Tunnel Interface wii 100

*Tunnel Name testl]

* Scenario Point-to-Point © Point-to-Multipoint
=
/(, o Branch Office
~ ot
Main Office =
h Off
Cancel ‘ Next

¢ After completing the configuration, click Next.
(2) Configure authentication.

a Configure parameters according to the following figure.
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© @
Basic Config Authentication Config
* Qutbound Interface Ge0/2
* Authentication Mode @ Pre-shared Key
* I(ey assssanse

*Confirm Key = sssssssss

Previous ‘ ‘ Cancel ‘ Next

b  After completing the configuration, click Next.
(3) Configure interesting traffic.

a Click Create. Configure parameters for interesting traffic according to the following figure.
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© © ®
Basic Config Authentication Config Interesting Traffic Config

® Create | Tl Delete

Proxy Mode Local Network

Auto any

10 v / Page Total:1

‘ Previous ‘ ‘ Cancel ‘

b  After completing the configuration, click Next.

(4) Verify configuration.

a After verifying the configuration, click Finish.
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© © ®

Basic Config Authentication Config Interesting Traffic Config Config Verification

2e added to the custom tunnel list.

Basic Config Edit

Tunnel Interface

Tunnel Name

Scenario Point-to-Point (O Point-to-Multipoint (O

Authentication Config Edit

Qutbound Interface

Authentication Mode Pre-shared Key

Key

Interesting Traffic Config Edit

Local Network Peer Network

any any

Advanced Settings Expand

‘ Frevious ‘ ‘ caneel ‘

2. Configuring Spoke A

(1) Perform basic configuration.

a Choose Network > IPsec VPN > Config Wizard. The basic configuration page of the configuration

wizard is displayed.

b  Set Scenario to Point-to-Point, and set the other parameters according to the following figure.
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@

Basic Config

* (O Tunnel Interface vii 1

*Tunnel Name  test1

* Scenario @ Point-to-Point Point-to-Multipoint
-éf"_.

L
Branch Office

/// Internet. ) '

. L

Main Office ——
Branch Office

Cancel Next

c After completing the configuration, click Next.
(2) Configure authentication.

a Configure parameters according to the following figure.
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© ®

Basic Config Authentication Config

* Peer Address 2.1.1.2

* Qutbound Interface Ge0/2

* Authentication Mode @ Pre-shared Key

TKey | sssseceas
*Confirm Key  eessessee
‘ Previous ‘ ‘ Cancel ‘ Next

b  After completing the configuration, click Next.
(3) Configure interesting traffic.

a Click Create. Configure parameters for interesting traffic according to the following figure.
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© © ®

Basic Config Authentication Config Interesting Traffic Config

® Create | | Til Delete

Proxy Mode Local Network Peer Network Operation
Subnet-to-Sub...  100.100.70.0/24  200.200.30.0/24 Edit Delete
10 ~| /Page Total:1 Goto 1 < n >
‘ Previous ‘ ‘ Cancel ‘ Next

b  After completing the configuration, click Next.
(4) Verify configuration.

a After verifying the configuration, click Finish.
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© © O— @

Basic Config Authentication Config Interesting Traffic Config Config Verification

| will be added to the custom tunnel list.

Basic Config Edit
Tunnel Interface
Tunnel Name

Scenario Point-to-Point @ Point-to-Multipoint @

Authentication Config FEdit
Peer Address
Outbound Interface

Authentication Mode Pre-shared Key

Key
Interesting Traffic Config Fdit

Local Network Peer Network
100.100.70.0/24 200.200.30.0/24

Advanced Settings Expand

‘ Previous ‘ ‘ Cance ‘ Finish

6.5.2 Manually Configuring a Tunnel

1. Configuring the Hub Site

(1) Configure a tunnel interface.
a Choose Network > Interface > Tunnel Interface.
b  On the page that is displayed, click Create.
¢ On the tunnel interface configuration page that is displayed, configure parameters as follows:
o Set Interface Name to test1.
o Add security zone VTI and set Security Zone to VTI for this interface.

o Set Tunnel Local Address to the default outbound interface address of the hub site: 2.1.0.1. Set Tunnel

Remote Address to Dynamic.
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< Back Create Tunnel Interface Details

* Interface Name  test1
Security Zone  VTI ® Add Security Zone
“Tunnel Local Address ~ 2.1.0.1
Tunnel Remote Address IP © Dynamic

Description

(2) Configure an IPsec tunnel.
a Perform basic configuration.

Choose Network > IPsec VPN > Custom Tunnel. Click Create. On the basic configuration page of the

custom tunnel, configure parameters as follows:
o Set Tunnel Name to test1.

o Set Enabled State to Enable.

o Set Tunnel Interface to test1.

o Set Local Address to interface Ge0/2.

o For Authentication Mode, use the default value Pre-shared Key. Set both Key and Confirm Key to

ruijie123.

o Toggle on Reverse Route Injection for the hub site. For Priority, use the default value 5. Do not

configure Next-Hop Address.
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Basic Config

= Scenario

*Tunnel Name
Description

* Enabled State

* Tunnel Interface

* Authentication Mode
* Key

* Confirm Key

* Local Address

* Local ID Type

* Local Identity

=t Advanced

Configuration Examples of IPsec VPN with NAT Traversal

Point-to-Point (D

© Enable Disable
test

Pre-shared Key

remms

© Interface P

Ged/2

FQDN

71.com

Reverse Route Injection @)

Next-Hop Address

* Priority

5

After completing the basic configuration, click Next.

b  Configure interesting traffic.

Point-to-Multipoint (O

® Add Tunnel Interface

On the interesting traffic configuration page, click Create. Then configure parameters as follows:

o Set Proxy Mode to Auto.
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@

Basic Config Interesting Traffic Config

® Create | | TW Delete

Proxy Mode Local Network Peer Network Operation

Auto any any Delete

After completing the configuration for interesting traffic, click Next.
¢ Configure security parameters.

On the security parameter configuration page, configure IKE and IPsec parameters and ensure that the

configuration matches that on the peer device.

o IKE parameters: Set Negotiation Mode to IKEv1 Aggressive Mode, Encryption Algorithm to AES-
128, Verification Algorithm to SHA, DH Group to GROUPS5, and SA Lifetime to 604800 (in seconds).

o IPsec parameters: Set Protocol to ESP, Encapsulation Mode to Tunnel, Encryption Algorithm to
AES-128, and Verification Algorithm to SHA. Do not toggle on Perfect Forward Secrecy. Set SA
Lifetime to 604800 (in seconds) and Tunnel MTU to 1400.
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©
Basic Config

IKE Parameter

* Negotiation Mode

* Encryption Algorithm

* Verification Algorithm

* DH Group

# (1) SA Lifetime

IPsec Parameter

* Protocol

* Encapsulation Mode

* Encryption Algorithm

* Verification Algorithm
Perfect Forward Secrecy
(D SA Lifetime

(D Tunnel MTU

©

Interesting Traffic Config

IKEv1 Aggressive Mode
AES-128 =

SHA @&

GROUPS &

604800

ESP
Tunnel
AES-128 ®

SHA =

604800

1400

‘ Previous ‘ ‘ Ca

®

Security Parameter Config

Second

Second

Click Finish to complete the IPsec tunnel configuration for the hub site.

(3) Configure advanced IPsec settings.

On a network with NAT, enable NAT traversal for IPsec, and configure the NAT keep-alive interval.

Choose Network > IPsec VPN > Advanced Settings Details. On the advanced IPsec settings page, verify

that NAT traversal is enabled, configure a proper NAT keep-alive interval, and click Save.
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I Advanced Settings Details

MAT traversal I)

# (0 NAT Keep-Alive Interval 20 Second
(@ Anti-Replay Attack (@)
Anti-Replay Window =~ 64

Action Specified by DF Bit | clear

(4) Create security policies.
a Choose Policy > Security Policy > Security Policy.

b  On the page that is displayed, click Create and create outbound security policy VPN-hub-outbound and
inbound security policy VPN-hub-inbound separately.
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¢ Back Create Security Policy

Basic Info

* Name WPN-hub-outbound

Enabled State @ Enable Disable
* Policy Group Default Policy Group & Add Group
* Adjacent Policy Default Policy Before
Description

5rc. and Dest.
*Src. Security Zone any
*Src. Address any
User/User Group any

* Dest. Security VTl

Zone

* Dest. Address  any

Service

Service  any
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¢ Back Create Security Policy

Basic Info

* Name

WPMN-hub-inbound

Configuration Examples of IPsec VPN with NAT Traversal

Enabled State @ Enable Disable
* Policy Group Default Policy Group ) Add Group
* Adjacent Policy = Default Policy Before

Description

Src. and Dest.
*Src. Security Zone VT
* Src. Address any
User/User Group any

* Dest. Security  any

Zone

* Dest. Address  any

Service

Service  any

2. Configuring Spoke A

(1) Configure a tunnel interface.
a Choose Network > Interface > Tunnel Interface.
b  On the page that is displayed, click Create.
¢ On the tunnel interface configuration page that is displayed, configure parameters as follows:
o Set Interface Name to out.
o Add security zone VTI and set Security Zone to VTI for this interface.
o Set Tunnel Local Address to the default outbound interface address of Site A: 2.1.0.2.

o Set Tunnel Remote Address to the default outbound interface address of the hub site: 2.1.1.2.
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< Back Create Tunnel Interface Details

* Interface Name out
Security Zone  VTI ® Add Security Zone
“Tunnel Local Address ~ 2.1.0.2
Tunnel Remote Address @ IP Dynamic
2.1.1.2

Description

(2) Configure an IPsec tunnel.
a Perform basic configuration.

Choose Network > IPsec VPN > Custom Tunnel. Click Create. On the basic configuration page of the

custom tunnel, configure parameters as follows:

o Set Tunnel Name to to_71.

o Set Enabled State to Enable.

o Set Tunnel Interface to out.

o Set Local Address to 2.1.0.2, and Peer Address to 2.1.1.2.

o For Authentication Mode, use the default value Pre-shared Key. Set both Key and Confirm Key to

ruijie123.
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@ _________

Basic Config

* Scenario

* Tunnel Name
Description

* Enabled State

* Tunnel Interface

* Authentication Mode
* Key

* Confirm Key

* Local Address

* Peer Address

* Local ID Type

| aral ldentitv

Cancel

Configuration Examples of IPsec VPN with NAT Traversal

Point-to-Point Point-to-Multipoint (O
© Enable Disable
out ® Add Tunnel Interface

Pre-shared Key

sasans

Interface (O 9 PO

2102
2112
FQDN
T ornm
Next

After completing the basic configuration, click Next.

b  Configure interesting traffic.

On the interesting traffic configuration page, click Create. Then configure parameters as follows:

o Set Proxy Mode to Subnet-to-Subnet.

o Set Local Network to 100.100.70.0/24 and Peer Network to 200.200.30.0/24.

)

©

Basic Config

® Create | | T Delete

Proxy Mode

Subnet-to-Subnet

/S
Interesting Traffic Config

Local Network Peer Network Operation

100.100.70.0/24 200.200.30.0/24 Edit Delete
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After completing the configuration for interesting traffic, click Next.

¢ Configure security parameters.

On the security parameter configuration page, configure IKE and IPsec parameters and ensure that the

configuration matches that on the peer device.

o IKE parameters: Set Negotiation Mode to IKEv1 Aggressive Mode, Encryption Algorithm to AES-
128, Verification Algorithm to SHA, DH Group to GROUPS5, and SA Lifetime to 604800 (in seconds).

o IPsec parameters: Set Protocol to ESP, Encapsulation Mode to Tunnel, Encryption Algorithm to
AES-128, and Verification Algorithm to SHA. Do not toggle on Perfect Forward Secrecy. Set SA
Lifetime to 604800 (in seconds) and Tunnel MTU to 1400.

©

Basic Config

IKE Parameter

* Negotiation Mode

* Encryption Algorithm
* Verification Algorithm
* DH Group

(1) SA Lifetime

IPsec Parameter

* Protocol

* Encapsulation Mode

* Encryption Algorithm
* Verification Algorithm
Perfect Forward Secrecy

(1) SA Lifetime

Interesting Traffic Config  Security Parameter

Config

IKEV1 Aggressive Mode
AES-128 &

SHA &

GROUPS &

6504800 Second

ESP

Tunnel

AES-128 &

SHA &

6504800 Second

Click Finish to complete the configuration for the IPsec tunnel.

(3) Configure advanced IPsec settings.
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On a network with NAT, enable NAT traversal for IPsec, and configure the NAT keep-alive interval.

Choose Network > IPsec VPN > Advanced Settings Details. On the advanced IPsec settings page, verify

that NAT traversal is enabled, configure a proper NAT keep-alive interval, and click Save.

I Advanced Settings Details

NAT traversal @)
(0 NAT Keep-Alive Interval 20 Second
(@ Anti-Replay Attack (@)
Anti-Replay Window =~ 64

Action Specified by DF Bit | clear

(4) Create security policies.
a Choose Object > Address > IPv4 Address.

b  On the page that is displayed, click Create to create two address objects test1_local and test1_remote
separately. Set IP Address/Range to local network address 100.100.70.0/24 and peer network address
200.200.30.0/24 in the interesting traffic for the two address objects, respectively.

IPv4 Address IPv6 Address IPv4 Address Group IPv6 Address Group

@ Create | T Delele | | & Refresh

Name IP Address/Range Address Group Descr
test1_remote 200.200.30.0/24 - by tunnel
test1_local 100.100.70.0/24 - by tunnel"

¢ Choose Policy > Security Policy > Security Policy.

d On the page that is displayed, click Create and create outbound security policy test1_out and inbound
security policy test1_in separately.
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< Back Edit Security Policy
Basic Info
* Name
Enabled State @ Enable Disable
* Policy Group

Description by tunnel wizard test1

Src. and Dest.
* Src. Security Zone any
*Src. Address  test1 local
User/User Group any

* Dest. Security  test]

Jone

* Dest. Address  test1 remote

Service

Service  any
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< pack Edit Security Policy
Basic Info
* Name
Enabled State @ Enable Disable
* Policy Group

Description | by tunnel wizard test1

Src. and Dest.
* Sre. Security Zone  test]
*Src. Address  test]_remote
User/User Group  any

* Dest. Security  any

Zone

* Dest. Address  test1 local

Service

Service  any

(5) Configure a static route.
a Choose Network > Routing > Static Routing > IPv4.

b  Click Create and create a static route to the peer protected subnet of the VPN.

83



IPsec VPN Typical Configuration Examples Configuration Examples of IPsec VPN with NAT Traversal

< sack Edit Static Routing

IP Type IPv4
* Dest. IP Range/Mask 200.200.30.0/24
Next-Hop Address
Interface out
=(D Priority = 25
Link Detection

Description by tunnel wizard test1

6.6 Verification

6.6.1 Verifying Configuration of the Hub Site

® Choose Network > IPsec VPN > Tunnel Monitoring. On the page that is displayed, check tunnel

establishment and status information.

I Tunnel Monitoring

@ stat | ©stop 3 Refresh | [T custom Field

Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Lifetime (s) Operation
~ test] - Point-to-Multipoint 0.0.00
test1 @ Established Instance Link 2.1.1.1 200.200.20.0/24->100.100.70.0/24 1493 Stop

6.6.2 Verifying Configuration of Spoke A

® Choose Network > IPsec VPN > Tunnel Monitoring. On the page that is displayed, check tunnel

establishment and status information.

I Tunnel Monitoring
@ stat ©siop 3 Refresh | [T Custom Field

Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Operation

to 71 # Established Point-to-Point 2.1.1.2 100.100.70.0/24->200.200.30.0/24 Stop
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7 Configuration Examples of IPsec VPN Networking
with Link Redundancy

7.1 Applicable Products and Versions

Table 7-1  Products and Versions

Device Type | Model Version

Firewall RG-WALL 1600-Z-S series cloud-managed firewall | NGFW_NTOS 1.0R6P2 or later

7.2 Service Demands

Typically, multiple physical links need to be deployed to ensure high reliability of IPsec VPN tunnels and prevent
service interruption caused by single point of failures (SPOFs) of links. In this case, if a link is disconnected, the

IPsec VPN tunnel can automatically switch to another link through Dead Peer Detection (DPD).

As shown in the following figure, the hub site accesses the Internet through two links in active/standby mode,
and both the active and standby outbound interfaces are configured with fixed public IP addresses. The spoke
site accesses the Internet through one link, and the outbound interface is configured with a fixed public IP
address.

Figure 7-1 IPsec VPN Networking with Link Redundancy

Spoke Hub
Gel" @
-]~ 2 /"\ Rati] o
( Internet

Geﬂ-.l‘z
Geli2 1 131 Gel/3
PC 1 PC2 PC1 PC 2
192.168.1.1 192.168.1.2 162 168.2.1 182.168.2.2

7.3 Restrictions and Guidelines

® When RG-WALL 1600 serves as the IPsec VPN hub site, all spoke sites must use the same pre-shared key

to negotiate with the hub site.
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7.4 Prerequisites

You have completed basic network configurations for the two sites, including interface IP addresses and default

routes. Pay attention to the following points during configuration:
® The IP address of the hub site is fixed.

® All spoke sites can obtain the pre-shared key configured on the hub site in OOB mode.

7.5 Procedure (Using a Configuration Wizard)

7.5.1 Configuring the Primary Tunnel for the Hub Site

1. Performing Basic Configuration

(1) Choose Network > IPsec VPN > Config Wizard. The basic configuration page of the configuration wizard

is displayed.

(2) Set Scenario to Site-to-Multisite, and set the other parameters according to the following figure.

I Config Wizard

Basic Config

oo @

(3) After completing the configuration, click Next.
2. Configuring Authentication

(1) Configure parameters according to the following figure.
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RUIFIe | Z sedes Firewal & Network

I Config Wizard

@ @
E ] Authentication Config
Qutbound Interface Ged
Authentication Mode @ Pre-shared Key
[T —

Confim Key | s

&

(2) After completing the configuration, click Next.
3. Configuring Interesting Traffic

(1) Click Create. Configure parameters for interesting traffic according to the following figure.

@ Network

I Config Wizard
Interesting Traffic Config
@c [ Dei
Proxy Mode Local Network Peer Natwork Operation
Auto v y
/ Page Total1 Goto < >
L E

(2) After completing the configuration, click Next.
4. Verifying Configuration

(1) Verify that the priority of the reverse route of the primary IPsec VPN tunnel is higher than that of the secondary
tunnel. In this example, the reverse route priority value of the primary tunnel is set to 5. (A larger value

indicates a lower priority.)

A\ cCaution

NTOS IPsec VPN is implemented based on routing. The primary and secondary tunnels are determined by the
route priority of the interesting traffic. Therefore, you need to modify the priority of the reverse route of the

secondary tunnel to ensure that it is lower than that of the primary tunnel.
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& Network

I Config Wizard

@ @ @ @

Config Verification

(D) The tunnel configured on the wizard will be added to the custom tunnel list

Basic Config o
Tunnel Interface
Tunnel Name

Scenario Polnt-to-Foint Foint-to-Multipaint

Authentication Config =0

Outbound Interface

e @

Authentication Made - Pre-shared Key

Key

Advanced Settings F
Local ID Type | IPV4_ADDRESS
Enable Peer Identity Authentication
Reverse Route Injection (D)

Next-Hop Address

I Priority | 5 ]

DPD Type | Regular Mode

DPD Detection Interval | 30 Second

DPD Retry Interval | 5 Second

IKE Parameter

Negotiation Mode | IKEv1 Main Mode

. ¢

Encryption Algorithm | AES-128 &
Verification Algorithm || sHA &

DH Group | GROUPS &

(2) After verifying the configuration, click Finish.

I Custom Tunnel

@ create | WDelete @ Enable O Disable | O Refresh [T Custom Field Tunnel Name
Tunnel Name Tunnel Interface Local Address Peer Address Interesting Traffic Description Operation
) View it (
Primary i Ge/1 0000 0.0.0.0/0-0.0.0.0/0 by tunnel wizard Primary «©

7.5.2 Configuring the Secondary Tunnel for the Hub Site

1. Performing Basic Configuration

(1) Choose Network > IPsec VPN > Config Wizard. The basic configuration page of the configuration wizard

is displayed.

(2) Set Scenario to Site-to-Multisite, and set the other parameters according to the following figure.
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I Config Wizard

gasic Config

Tunnel Interface il

Tunnel Mame  Secondary
g Wizard
Scenario oint-to-Peint @ Point-to-Multipoint
e

[ o &

(3) After completing the configuration, click Next.
2. Configuring Authentication

(1) Configure parameters according to the following figure.

I Config Wizard

Authentication Config

Outbound Interface Gedr2
Authentication Mode @ Pre-shared Key
[T —

Confirm Key  wweees

| @

(2) After completing the configuration, click Next.
3. Configuring Interesting Traffic

(1) Click Create. Configure parameters for interesting traffic according to the following figure.
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I Config Wizard

e @
) Auther Interesting Traffic Config

— ' © create| | T Detete
oW Proxy Mode Local Network Peer Network Operation
Auto any any Delete
/ Page Total:1 sto 1 < n >

[ @

(2) After completing the configuration, click Next.
4. Verifying Configuration

(1) Verify that the priority of the reverse route of the secondary IPsec VPN tunnel is lower than that of the primary
tunnel. In this example, the reverse route priority value of the secondary tunnel is set to 10. (A larger value

indicates a lower priority.)

A\ Caution

NTOS IPsec VPN is implemented based on routing. The primary and secondary tunnels are determined by the
route priority of the interesting traffic. Therefore, you need to modify the priority of the reverse route of the

secondary tunnel to ensure that it is lower than that of the primary tunnel.

RUJIe | Z series Firewa & Network

I Config Wizard

© @ @ @

Config Verification
(D) The tunnel configured on the wizard will be added to the custom tunnel list.
g Wizard Basic Config
Tunnel Inferface
Tunnel Name
Scenario  Point-to-Point Point-to-Multipoint

Authentication Config 0

Qutbound Interface

v @]

Authentication Mode Pre-shared Key

Key
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Ruipie | zs wal @ Netwark

Interesting Traffic Conflg £dit

Local Network Peer Network
any any
Advanced Settings
Local IDType  1PV4_ADDRESS
anfig Wizard Enable Peer Identity Authentication
Reverse Route Injection (D)

Next-Hop Address

DPD Type  Regular Mode
DPD Detection Interval 1 Second (™)
DPD Retry Interval 5 Second E

IKE Parameter
Negotiation Mode ~ IKEv1 Main Mode

Encryption Algorithm | AES-128 &

Finish

(2) After verifying the configuration, click Finish.

RUIJIC | Z Series Firewal @ Network

I Custom Tunnel

®create [ Delete @ Enable | (O Disable 2 Refresh | [ Custom Field Tunnel Name
Tunnel Name Tunnel Interface Local Address Peer Address Interesting Traffic Description Operation
- ry vii Geo/t 00.00 0.0.0.0/0-00.0.0/0 by tunnel wizard Primary @D viewDetais Ean Copy
wti2 Ge0f2 0000 0.0.0.0/0-00.0.0/0 by tunnel wizard Second.. WD view oeta

7.5.3 Configuring the Primary Tunnel for the Spoke Site

1. Performing Basic Configuration

(1) Choose Network > IPsec VPN > Config Wizard. The basic configuration page of the configuration wizard
is displayed.

(2) Set Scenario to Point-to-Point, and set the other parameters according to the following figure.

Ruijie wall & Network

1 Config Wizard

@

Basic Config

Tunnel Interface il
Tunnel Name Primary

Scenario @  Point-to-Point oint-to-Multipoint

q)

[ o
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(3) After completing the configuration, click Next.
2. Configuring Authentication

(1) Configure parameters according to the following figure.

Ruijie | Z series Firevall & Network

1 Config Wizard

@ O

Authentication Config

Peer Address | 1121

Outbound Interface | Ged/t

Authentication Mode @ Pre-shared Key
o —

Confirm Key | weoes

(2) After completing the configuration, click Next.
3. Configuring Interesting Traffic

(1) Click Create. Configure parameters for interesting traffic according to the following figure.

TRUIJIC | Z Series Firewa 8 Network

I Config Wizard

Interesting Traffic Config

- @ create [ Detete
Proxy Mode Local Network Peer Network Operation
Subnet-to-Subnet 192.168.1.0/24 192.168.2.0/24 Edit Delete
/ Page Total:1 Goto| 1 < . N

-«

(2) After completing the configuration, click Next.
4. Verifying Configuration

(1) After verifying the configuration, click Finish.
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& Network

Ruijie

I Config Wizard

@ The tnnel configured on the wizard will be added to the custom tunne st

Basic Config

Tunnel Interface

Tunnel Name

Scenario

Authentication Config £

Peer Address

Outbound Interface

Authentication Made

Key

@ Network

RUie | Z series Fireval

& ®

Config Verification

L&

Pre-shared Key

Local Network

92.168.1.0/24

Advanced Settings Foid

Local ID Type

Enable Peer Identity Authentication
DPD Type

DPD Detection Interval

DPD Retry Intervat

IKE Parameter
Negotiation Mode
Encryption Algorithm
Verification Algorithm
DH Group

SA Lifetime

& Network

Peer Network
192.168.2.0/24
1PV4_ADDRES
Regular Mode
Second
Second
-
IKEv1 Main Mode
Ags-128
sHA
GROUPS &
86400 Second

@creaste W Delete @ Enable | (O Disable O Refresh [ Custom Field

Tunnel Name Tunnel Interface Local Address

Primary wtil Ge0f1 121

Peer Address

Operation

Interesting Traffic Description

192.168.1.0/24-132.168.2.0/24 by tunnel wizard Primary

L @&

(2) When you create a primary tunnel using the wizard, a static route is automatically created based on the

destination subnet of the interesting traffic. The outbound interface is vti1 and the priority value is 5 by default.

A\ cCaution

NTOS IPsec VPN is implemented based on routing. The primary and secondary tunnels are determined by the

route priority of the interesting traffic. Therefore, you need to modify the priority of the route of the secondary

tunnel to ensure that it is lower than that of the primary tunnel.
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IPv4 IPv6

@ create [ Delete | O Refresn

Dest. IP Range/Mask Next-Hop Address Interface Priority Link Detection Description Operation

7.5.4 Configuring the Secondary Tunnel for the Spoke Site

1. Performing Basic Configuration

(1) Choose Network > IPsec VPN > Config Wizard. The basic configuration page of the configuration wizard
is displayed.

(2) Set Scenario to Point-to-Point, and set the other parameters according to the following figure.

RUIIE |  series Firews

1 Config Wizard

@

Basic Config
Tunnel Interface
Tunnel Name Secondary

Scenario @ Point-to-Point vint-to-Multipoint

[ @

(3) After completing the configuration, click Next.
2. Configuring Authentication

(1) Configure parameters according to the following figure.

RuUifie | Z Series Firewal & Network

1 Config Wizard

@ @

Authentication Config

Peer Address 1

Outbound Interface

Authentication Mode €@ Pre-shared Key

[ v @
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(2) After completing the configuration, click Next.
3. Configuring Interesting Traffic

(1) Click Create. Configure parameters for interesting traffic according to the following figure.

& Network

1 Config Wizard

Interesting Traffic Config

D Creal @ e
b Wheard Proxy Mode Local Network Peer Network Operation
Subnet-to-Subnet 192.166.1.0/24 192.168.2.0/24 Edit Delete
1 1 Page Totak:1 nira  IE

=T

(2) After completing the configuration, click Next.
4. Verifying Configuration

(1) After verifying the configuration, click Finish.

RUIJIE | Z series Firews ® Network

I Config Wizard

@

© 2 ®

Config Verification

} The tunnel configured on the wizard will be added to the custom tunnel list

Basic Config £
Tunnel Interface
Tunnel Name
Scenario - Paint-ta-Point Point-to-Multipaint
Authentication Config

Peer Address

L@

Outbound Interface

Authentication Mode +  Pre-shay

Key
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Local Network Peer Network
192.168.1.0/24 192.168.20/24
Advanced Settings <ol

Local ID Type PV,

Enable Peer Identlty Authentication

DPD Type  Reguiar Mode
DPD Detectlon Interval 30 Second
DPD Retry Interval 5 Second
IKE Parameter
Negotiation Mode | IKEw1 Main Moge

| ==

Encryption Algorithm | AES.128
Verification Algorithm | sHA
DH Group | GROUPS

SAlifetime | 86400 Second

RuUifie | & series Firews @ Network

@ Create [ Delete (D Enable @ Disaple | O Refresh [T Custom Fieit unnel Name:
Tunnel Name Tunnel Interface Local Address Peer Address Interesting Traffic Description Operation
wtil Ge0/1 1121 192.168.1.0/24-192.168.2.0/24 by tunnel wizard Primary (‘
vti2 Ge0/1 31 192.168.1.0/24-192.168.2.0/24 by tunnel wizard Second. & venpeias &

(2) When you create a secondary tunnel using the wizard, a static route is automatically created based on the
destination subnet of the interesting traffic. The outbound interface is vti2 and the priority value is 5 by default.

Therefore, you need to lower the priority of this route by changing the value to 10. (A larger value indicates a

lower priority.)

A\ Caution
NTOS IPsec VPN is implemented based on routing. The primary and secondary tunnels are determined by the
route priority of the interesting traffic. Therefore, you need to modify the priority of the route of the secondary

tunnel to ensure that it is lower than that of the primary tunnel.

Ruijie Firewa @ Netwark

® create [ Delete T Refresh
Link Detection Description Operation

Eoiefniy Dest. IF Range/Mask Mext-Hop Address interface Priority

by tunnel wizard Primary

5 by tunnel wizard Second. Edit De
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< sacx  Edit Static Routing

1P Type 1Pvd
Dest. IP Range/Mask  192.166.2.0/24
Next-Hop Address
Interface

ti2
piariy 10 |

Link Detection

Description by tunnel wizard Secondary

Lo @

After the modification, the following static route configuration is displayed.

RUIJIC | Z secies Frewall B Network
1Pva IPv6
@ Create @ Delete | O Refresh
S Dest. IP Range/Mask Next-Hop Address Interface Priority Link Detection Description Operation
vl by tunnel wizard Primary
viiz 10

by tunnel wizard Secondary

7.6 Verification

7.6.1 Verifying Tunnel Establishment When the Primary Link Is Normal

After the configuration is successful, the spoke site first establishes a tunnel with the primary link address of the
hub site. Check the following tunnel status.

1. Checking the Tunnel Status of the Hub Site

FRUIJIe | Z series Firews

I Tunnel Monitoring

o eia
Re:
Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Lifetime (s} Sent Packets (Byte) Operation
Primary Point-to-Multipoint 00.00
T nito
Primary » Established Instance Link 111 192.168.2.0/24->192.168,1.0/24 3076 0

Secondary - Point-to-Multipoint 00.00
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2. Checking the Tunnel Status of the Spoke Site

& Network

I Tunnel Menitoring

@strt| Ostop O Refresh | [ Custom Fiek
! . Re:
Tunnel Name Tunnel Status Type Peer Addrass Interesting Traffic Lifetime (s)  Sent Packets (Byte) Operation
Primary » Established Point-to-Point 1.1.21 192.168.1.0/24->192.168.2.0/24 2525 1]

Secondary ® Not established Point-to-Point 1131 192.168.1.0/24->192.168.2.0/24 0 0

7.6.2 Verifying Tunnel Switching When the Primary Link Is Faulty

Shut down the interface of the primary link on the hub site, and check the tunnel switching result. The primary
tunnel is disconnected and the secondary tunnel is established successfully.

1. Checking the Tunnel Status of the Hub Site

Ruijie | 2

I Tunnel Monitoring

@ st | ©stop O Refresh | | [ Custom Fied
Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Litetime ) SentPackets Byte)  Operation
— . Primary Point-to-Multipaint 0000
Secondary - Point-to-Multipaint 0.0.0.0
Secondary » Established Instance Link (RRR 192.168.2.0/24->192.168.1.0/24 3524

2. Checking the Tunnel Status of the Spoke Site

& Network

I Tunnel Monitoring

! [ Custom Fi
N - Re
Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Lifetime (s) Sent Packets (Byte) Operation
Primary ® Not established Point-to-Point 112 192.168.1.0/24->192.168.2.0/24 0 0
Secondary » Established Point-to-Point 113, 192.168.1.0/24->192.168.2.0/24 3476 0

7.6.3 Verifying Tunnel Switchback After the Primary Link Recovers

1. Checking the Tunnel Status of the Hub Site

Ruijie | 2

I Tunnel Monitoring

Re:
Tunnel Name Tunnel Status Type Peer Address Interesting Traffic Lifetime (s)  Sent Packets (Byte) Operation
Primary Point-to-Multipaint 0000
s
Primary ® Established Instance Link 111 192.168.2.0/24->192.168.1.0/24 3076 0
Secondary - Point-to-Multipoint 0000
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2. Checking the Tunnel Status of the Spoke Site

& Network

I Tunnel Menitoring

O Start s oF [2 Custom Fiek
o Re
Tunnel Name Tunnel Status Type Paer Address Interesting Traffic Lifetime (s} Sent Packets (Byte) Operation
Primary » Established Paint-to-Point 1121 192.168.1.0/24->192.168.2.0/24 2525 0
toring
Secondary « Not established Point-to-Paint 31 192.168.1.0/24->192.168.2.0/24 0 [}
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8 Common Faults and Troubleshooting Roadmaps

Common IPsec faults are as follows:
® An IPsec tunnel cannot be established. That is, IKE negotiation failed.
® An IPsec tunnel is established successfully, but a service exception occurs.

Figure 8-1 shows the typical troubleshooting roadmap for IPsec faults.

Figure 8-1 Troubleshooting Roadmap for IPsec Faults
An IPsec
faull occurs.

L |
Check the fault ‘

symplom,
IKE SA
negotiation fails,
= |KE negotiation fails.,
IP=ec SA
nagotiation fails,

The |Psec service
i5 intermupted.

An IPsec tunnel is
estabhished
—  successiully, buta =
service exception

DECUrS. -
IPsec service
s o
quality is poor.
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IKE Negotiation Failure

Common Faults and Troubleshooting Roadmaps

Figure 8-2 Troubleshooting Roadmap for IKE Negotiation Failures

v

Megotiation modes
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IKE negstiation _ | The route to the peer
fails. - is unreachable.
The peer address
= differs from the actual
peer address.
An IKE SA
cannaot be Pre-shared keys al
established. - both ends do nok
malch.
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Interesting traffic at both
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An IPsec SA
- cannot be
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IPsec proposals at both
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Y
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8.2 IPsec Service Exception

Figure 8-3 Troubleshooting Roadmap for IPsec Service Exceptions
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